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1 SEC. 847. MITIGATING RISKS RELATED TO FOREIGN OWN-
2 ERSHIP, CONTROL, OR INFLUENCE OF DE-
3 PARTMENT OF DEFENSE CONTRACTORS OR
4 SUBCONTRACTORS.

5 (a) DEFINITIONS.—In this section:

6 (1) BENEFICIAL OWNER; BENEFICIAL OWNER-
7 sarp.—The terms ‘“beneficial owner’” and ‘‘beneficial
8 ownership”” shall be determined in a manner that is
9 not less stringent than the manner set forth in sec-
10 tion 240.13d-3 of title 17, Code of Federal Regula-
11 tions (as in effect on the date of the enactment of
12 this Act).

13 (2) CoMPANY.—The term ‘“‘company’” means
14 any corporation, company, limited lability company,
15 limited partnership, business trust, business associa-
16 tion, or other similar entity.

17 (3) COVERED CONTRACTOR OR SUBCON-
18 TRACTOR.—The term “covered contractor or subcon-
19 tractor” means a company that is an existing or pro-
20 spective contractor or subcontractor of the Depart-
21 ment of Defense on a contract or subcontract with
22 a value in excess of $5,000,000, except as provided
23 In subsection (¢).
24 (4) FOREIGN OWNERSHIP, CONTROL, OR INFLU-
25 ENCE; FOCL—The terms ‘“foreign ownership, con-
26 trol, or influence” and “FOCI” have the meanings
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| eiven those terms in the National Industrial Security
2 Program Operating Manual (DOD 5220.22-M), or
3 a successor document.

4 (b) IMPROVED ASSESSMENT AND MITIGATION OF
5 RISKS RELATED TO FOREIGN OWNERSHIP, CONTROL, OR
6 INFLUENCE.—

7 (1) IN GENERAL.—In developing and imple-
8 menting the analytical framework for mitigating risk
9 relating to ownership structures, as required by sec-
10 tion 2509 of title 10, United States Code, as added
11 by section 845 of this Act, the Secretary of Defense
12 shall improve the process and procedures for the as-
13 sessment and mitigation of risks related to foreign
14 ownership, control, or influence (FOCI) of contrac-
15 tors and subcontractors doing business with the De-
16 partment of Defense.

17 (2) ELEMENTS.—The process and procedures
18 for the assessment and mitigation of risk relating to
19 ownership structures referred to in paragraph (1)
20 shall include the following elements:
21 (A) ASSESSMENT OF FOCL—(1) A require-
22 ment for covered contractors and subcontrac-
23 tors to disclose to the Defense Counterintel-
24 licence and Security Agency, or its successor
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organization, their beneficial ownership and
whether they are under FOCI.

(i1) A requirement to update such disclo-
sures when changes occur to information pre-
viously provided, consistent with or similar to
the procedures for updating FOCI information
under the National Industrial Security Program
Operating Manual (DOD 5220.22-M), or a
successor document.

(i) A requirement for covered contractors
and subcontractors determined to be wunder
FOCI to disclose contact information for each
of its foreign owners that is a beneficial owner.

(iv) A requirement that, at a minimum,
the disclosures required by this paragraph be
provided at the time the contract or subcontract
is awarded, amended, or renewed, but in no
case later than one year after the Secretary
prescribes regulations to carry out this sub-
section.

(B) RESPONSIBILITY DETERMINATION.—
Consistent with section 2509 of title 10, United
States Code, as added by section 845 of this
Act, consideration of FOCI risks as part of re-

sponsibility determinations, including—

(751097112)
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(1) whether to establish a special
standard of responsibility relating to FOCI
risks for covered contractors or sub-
contractors, and the extent to which the
policies and procedures consistent with or
similar to those relating to FOCI under
the National Industrial Security Program
shall be applied to covered contractors or
subcontractors;

(11) procedures for contracting officers
making responsibility determinations re-
carding whether covered contractors and
subcontractors may be under foreign own-
ership, control, or influence and for deter-
mining whether there is reason to believe
that such foreign ownership, control, or in-
fluence would pose a risk or potential risk
to mnational security or potential com-
promise because of sensitive data, systems,
or processes, such as personally identifiable
information, cybersecurity, or national se-
curity systems involved with the contract
or subcontract; and

(ii1) modification of policies, directives,

and practices to provide that an assess-
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ment that a covered contractor or subcon-
tractor is under FOCI may be a sufficient
basis for a contracting officer to determine
that a contractor or subcontractor is not
responsible.

(C) CONTRACT REQUIREMENTS, ADMINIS-

TRATION, AND OVERSIGHT RELATING TO

FOCIL.—

(i) Requirements for contract clauses
providing for and enforcing disclosures re-
lated to changes in FOCI or beneficial
ownership during performance of the con-
tract or subcontract, consistent with sub-
paragraph (A), and necessitating the effec-
tive mitigation of risks related to FOCI
throughout the duration of the contract or
subcontract.

(i1) Pursuant to section 831(c¢), des-
ignation of the appropriate Department of
Defense official responsible to approve and
to take actions relating to award, modifica-
tion, termination of a contract, or direction
to modify or terminate a subcontract due
to an assessment by the Defense Counter-

intelligence and Security Agency, or its
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succeessor organization, that a covered con-
tractor or subcontractor under FOCI poses
a risk to national security or potential risk
of compromise.

(i) A requirement for the provision
of additional information regarding bene-
ficial ownership and control of any covered
contractor or subcontractor on the contract
or subcontract.

(iv) Other measures as necessary to
be consistent with other relevant practices,
policies, regulations, and actions, including
those under the National Industrial Secu-

rity Program.

APPLICABILITY TO CONTRACTS AND SUB-

16 CONTRACTS FOR COMMERCIAL PRODUCTS AND SERVICES

17 AND OTHER FORMS OF ACQUISITION AGREEMENTS.

18 (1) COMMERCIAL PRODUCTS AND SERVICES.—
19 The requirements under subsection (b)(2)(A) and
20 (b)(2)(C) shall not apply to a contract or sub-
21 contract for commercial products or services, unless
22 a designated senior Department of Defense official
23 specifically requires the applicability of subsections
24 (b)(2)(A) and (b)(2)(C) based on a determination by
25 the designated senior official that the contract or
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subcontract involves a risk or potential risk to na-
tional security or potential compromise because of
sensitive data, systems, or processes, such as person-
ally identifiable information, cybersecurity, or na-
tional security systems.
(2) RESEARCH AND DEVELOPMENT AND PRO-

CUREMENT ACTIVITIES.

The Secretary of Defense
shall ensure that the requirements of this section are
applied to research and development and procure-
ment activities, including for the delivery of services,
established through any means including those
under section 2358(b) of title 10, United States
Code.

(d) AVAILABILITY OF RESOURCES.

The Secretary
shall ensure that sufficient resources, including subject
matter expertise, are allocated to execute the functions
necessary to carry out this section, including the assess-

ment, mitigation, contract administration, and oversight

functions.
(e) RULE OF CONSTRUCTION.—Nothing in this sec-
tion shall be construed to limit or modify any other pro-

curement policy, procedure, requirement, or restriction
provided by law, including section 721 of the Defense Pro-

duction Act of 1950 (50 U.S.C. 4565), as amended by
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I the Foreign Interference Risk Review Modernization Act

2 of 2018 (subtitle A of title XVII of Public Law 115-232).

3 (f)  AVAILABILITY OF BENEFICIAL OWNERSHIP
4 DATA.—
5 (1) IN GENERAL.—Not later than 180 days
6 after the date of the enactment of this Act, the Sec-
7 retary of Defense shall establish a process to update
8 systems of record to improve the assessment and
9 mitigation of risks associated with FOCI through
10 the inclusion and updating of all appropriate associ-
11 ated uniquely identifying information about the con-
12 tracts and contractors and subcontracts and sub-
13 contractors in the Federal Awardee Performance
14 and Integrity Information System (FAPIIS), admin-
15 istered by the General Services Administration, and
16 the Commercial and Government Entity (CAGE)
17 database, administered by the Defense Logistics
18 Agency.
19 (2) LIMITED AVAILABILITY OF INFORMATION.—
20 The Secretary of Defense shall ensure that the infor-
21 mation required to be disclosed pursuant to this see-
22 tion 15—
23 (A) not made public;
24 (B) made available via the FAPIIS and
25 CAGE databases; and
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(C) made available to appropriate govern-

ment departments or agencies.

SEC. 848. PROHIBITION ON OPERATION OR PROCUREMENT

OF FOREIGN-MADE UNMANNED AIRCRAFT

SYSTEMS.

(a) PROHIBITION ON AGENCY OPERATION OR PRro-
CUREMENT.—The Secretary of Defense may not operate

or enter into or renew a contract for the procurement of—

(1) a covered unmanned aircraft system that—

(A) 1s manufactured in a covered foreign
country or by an entity domiciled in a covered
foreign country;

(B) wuses flight controllers, radios, data
transmission devices, cameras, or gimbals man-
ufactured in a covered foreign country or by an
entity domiciled in a covered foreign country;

(C) uses a ground control system or oper-
ating software developed in a covered foreign
country or by an entity domiciled in a covered
foreign country; or

(D) uses network connectivity or data stor-
age located in or administered by an entity
domiciled in a covered foreign country; or

(2) a system manufactured in a covered foreign

country or by an entity domiciled in a covered for-
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eign country for the detection or identification of
covered unmanned aircraft systems.

(b) EXEMPTION.—The Secretary of Defense is ex-

empt from the restriction under subsection (a) if the oper-

ation or procurement is for the purposes of—

(1) Counter-UAS surrogate testing and train-
ng; or

(2) intelligence, electronic warfare, and infor-
mation warfare operations, testing, analysis, and
training.

(¢) WAIVER.—The Secretary of Defense may waive

12 the restriction under subsection (a) on a case by case basis

13 by certifying in writing to the congressional defense com-

14 mittees that the operation or procurement is required in

15 the national interest of the United States.

16 (d) DEFINITIONS.—In this section:
17 (1) COVERED FOREIGN COUNTRY.—The term
18 “covered foreign country’” means the People’s Re-
19 public of China.
20 (2) COVERED UNMANNED AIRCRAFT SYSTEM.—
21 The term ‘“covered unmanned aireraft system”
22 means an unmanned aircraft system and any related
23 services and equipment.
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1 SEC. 849. MODIFICATION OF PROHIBITION ON ACQUISI-

TION OF SENSITIVE MATERIALS FROM NON-
ALLIED FOREIGN NATIONS.

(a) EXPANSION OF MATERIALS COVERED BY PROIII-

2
3
4
5 BITION ON SALE FROM NATIONAL DEFENSE STOCK-
6 PILE.—Subsection (a)(2) of section 2533¢ of title 10,
7 United States Code, is amended, in the matter preceding
8 subparagraph (A), by striking ‘“‘covered material’” and in-
9 serting “material”.

10 (b) INCLUSION OF TANTALUM IN DEFINITION OF

11 COVERED MATERIALS.—Subsection (d)(1) of such section

12 1s amended—

13 (1) in subparagraph (C), by striking ““; and”
14 and inserting a semicolon;

15 (2) in subparagraph (D), by striking the period
16 and inserting ‘‘; and”’; and

17 (3) by adding at the end the following new sub-
18 paragraph:

19 “(E) tantalum metals and alloys.”.

20 SEC. 850. ACQUISITION AND DISPOSAL OF CERTAIN RARE
21 EARTH MATERIALS.
22 (a) AUTHORITY TO DISPOSE OF AND ACQUIRE MATE-

23 RIALS FOR THE NATIONAL DEFENSE STOCKPILE.—

24 (1) DISPOSAL AUTHORITY.—Pursuant to sec-

25 tion 5(b) of the Strategic and Critical Materials

26 Stock Piling Act (50 U.S.C. 98d(b)), the National
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