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Disclaimers

• The views, opinions, and/or findings contained in this presentation are 
those of the author(s) and should not be construed as an official 
Department of the Army position, policy, or decision, unless so 
designated by other official documentation. Citation of trade names in 
this paper does not constitute an official Department of the Army 
endorsement or approval of the use of such commercial items.
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Overview
• Aviation as a case study / template

• Unique challenges and opportunities
• Current efforts at USAARL

• “Systems Thinking” versus “Systems of Systems Thinking”
• Scoping tools/efforts for parallel applications

• MOSA for Analytical Toolchains
• Separating modularity and open-source

• MOSA: Modular Opens Systems Approach
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Operator State Monitoring For Aviation
• Unique Opportunities

• Power / Data Connection
• Operating Duration
• High Per-Service Member Investment
• Increased Individual Baseline Data
• Spin-Out To Other Specializations

• Good Data On “Failure” Helps Down-Select

• Unique Challenges
• Time Sensitivity
• Medical Disqualification Concerns / Buy In
• EMI Sources / Hazards
• Airworthiness Requirements
• Vibration / G Forces
• Compatibility Requirements

• Personal Protective Equipment (PPE) / Gear
• Training/Mission Operation

• Multiple, Parallel Applications
• Real-Time Monitoring

• Sensing For Adaptive Automation
• Workload
• Physiological Stress
• Physiological Duress

• Feedback For Mission Planning

• Aviation research, development, test and 
evaluation (RDT&E)

• Operator Compatibility Assessments
• Cognitive Workload Quantification

• Longitudinal Health Monitoring
• Career Hazard Exposure
• Safety Hazard Reduction
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Current USAARL Efforts (Partial List)

• MO220142 - Physiological Parameter Criteria Defining Normal and Not-Normal Zones for 
Army Aviators during Flight

• 23460, MO210115, MO220138 - Psychophysically Validated Assessments of Composite 
Workload for Developing Real‐time Operator State Monitoring

• MO220099 - Design, Development, and Integration of Sensors for Operator State Monitoring 
in Operational Flight 

• MO220100 - Evaluation of Human Sensory Capabilities and Aviator Cueing Systems for 
Common Cockpit Development 

• USAARL Test Plan #2021-004: Preliminary System Evaluation of the Tiger Tech War Fighter 
Monitor (WFM) in Flight

• USAARL Test Plan #2021-021: Preliminary System Evaluation of the Tiger Tech War Fighter 
Monitor (WFM) in the 160th Flight Training Environment

• Development of Modular Toolchain for Processing Electrocardiogram (ECG) Recordings
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Traditional Workflow (Idealized)

Vendor Included 
/ Purchased 
Acquisition 
Software

COTS 
Physiological 

Sensing 
Hardware

Generated 
Summary

(Possibly Raw 
Output)

Intuitive 
Insight and 
Situational 

Interpretation

Decision(s)

COTS: Commercial, Off The Shelf
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Graveyard Of Costly Mistakes

Traditional Workflow (In Practice)

Finicky, Black-box 
Data Acquisition

Vendor 
Locked 
Sensor

Data 
Recordings? 
(CSV, XLSX, 

Proprietary)

Decision(s)
(Good?)

Broken,   
Misconfigured, 

Or Off

No Or 
Useless 

Data

Dubious Metrics,
Interpolated Data

Summary 
and 

Visuals

“Fine, I’ll Do 
It Myself.”

Months Of 
Headache

Looks good?

“Looks Like 
Garbage” or 

Literally Impossible 
Results

No 
Decision

Actually 
Wasn’t 
Good

Problem
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Modular Pipeline Approach

Sensors

Commercial

Open 
Source

DoD 
Developed

“Raw” Data

Open 
Format

(CSV, LSL, 
XML, etc.)

Retrieve

Export

Convert

Aggregate
Analyses

Summaries
Trends

KPIs
Monitoring
Screening

Anomaly 
Detection

Compliance
T&E

Transmit

Preprocess

Reduce

“Clean”

Resample

Convert

Known Missing Data*

*NO DATA IS BETTER THAN BAD DATA

Output Products

Long-term
Storage

Visualizations
ML Inputs

Decision Making

Policy Guidance

Pipeline 
Reevaluation

Statistical 
Conclusions

Processing
• Embedded
• Edge
• Manual
• Longitudinal

• Individual
• Cohort

• Batch / Parallel
• Benchmarking

Configuration
Optimization
RDT&E Loop

Training Efficacy
Medical Record 

Addenda

Fuse

LSL: Lab Streaming Layer 
T&E: Testing & Evaluation
RDT&E: Research, Development, T&E
ML: Machine Learning
KPI: Key Performance Indicator
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Parallelization, Automation, and UI Development for Non-SME Use

Example – Modular ECG Toolchain (Current Use)

Sensors

Lab-Grade, 
Computer 
Connected 

ECG (2/1KHz) 

Chest-Strap 
Worn ECG 
(0.25KHz)

R-Wave Peak 
Detector 

Algorithm1

and Filters1Original CSV

Converter1

(Public2

Library)

Proprietary 
Recording Files

CSV

1: Developed In-House
2: Uses Free Open Source Software
3: Potential Deliverables

IBI (CSV)

ECG: Electrocardiogram
IBI: Inter-Beat Interval
HR: Heart Rate
HRV: Heart Rate Variability
CSV: Comma Separated Value

HR Summaries3

and ECG Trace 
Visualizations3

HRV Analysis1,2 and 
Visualization1,2 Script

Identified 
Unusable 

Data3

HRV Summaries3

and Time Series 
Visualizations3

CSV, Excel, 
HTML

UI: User Interface
SME: Subject-Matter Expert
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Outside Of AircraftIn Aircraft

Example – Modular HRV Toolchain (Anticipated Future Use)
Sensor

Wearable 
ECG or PPG

PPG: Photoplethysmograph
IBI: Inter-Beat Interval
HRV: Heart Rate Variability

Stream Peak Detect,
IBI Calculate

Onboard 
Data StorageRecord

Vitals 
Monitor

Adaptive 
Automation

Comm w/ 
Command

Remote 
Tactical 

Decisions

HRV 
Analysis

Non-Transient
State 

Estimation
Comm w/ 
Command

Retrieve

Predict

Remote 
Mission 

Decisions

Longitudinal 
Analyses Medical Pathology 

Monitoring

Inform 
Mission 
Planning

RDT&E 
Loop
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Example – Real-Time Operator State Monitoring (Anticipated Future Use)

Fused 
Candidate 

Sensors

ECG?

ECG: Electrocardiogram
SpO2: Pulse Oximetry (Oxygen Saturation)
EEG: Electroencephalography
fNIRS: Functional Near-Infrared Spectroscopy

SpO2?

Eye Tracking?

Pupilometry?

EEG?

fNIRS?

Adaptive Automation (Full 
Control)

Remote Tactical / Mission 
Decisions (Up Chain / Higher 

Computational Requirements)

Immediate Warning 
(Vital Signs)

Adaptive Automation (Partial 
Control), Enhancement, 

Notification

Longitudinal Decisions, 
RDT&E Loop, Individualized 

Profile Building

Locally Identified 
Upcoming Issues

Real Time / 
Intermittent 
Transmission

Record and Retrieve

Seconds

Minutes/Hours

Minutes/Hours 
(Intermittent Handling)

Days/Months/Years (Storage 
and Multiple Recipients)
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System of Systems
Career

Duration
Monitoring

Deployment
Duration

Monitoring

Mission
Duration

Monitoring

Short Term 
Monitoring

“Real 
Time”

Monitoring
Prevent Aircraft Loss If Pilot Incapacitated

Workload / Fatigue Monitoring

Verify Safe To Fly; Improve AAR Timetable

Identify/Prevent Burnout; Health Monitor

Inform Future Training; More Retention

Optimize Enhancement Timing

Predictive Blended Automation

Identify Acute Environmental Hazards

Inform Work/Rest Cycle Decisions

ML Monitoring For Pathologies
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Separating Modularity from Open Source
• Strong Financial Incentives Against Open Source
• Major Operational Need For Open Source
• Modularity Can Be Verified With Blackbox
• Compatibility Can Be Assessed With Blackbox
• Is Open Source Needed Everywhere?

• Initial Acquisition?
• Sandboxed Final Analysis Tools?

• Where Is It Critical?
• Where Is The Cost Justified?
• Benchmark Against FOSS, Existing Solutions, etc.

FOSS: Free, Open-Source Software
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Questions?

Kevin O’Brien, PhD
USAARL, Fort Rucker, AL
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